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Abstract Urban mobility is a current problem of modern society and large cities,
which leads to economic and time losses, high fuel consumption, and high CO,
emission. Some studies point out Intelligent Transportation Systems (ITS) as a solu-
tion to this problem. Hence, Vehicular Ad hoc Networks (VANETS) emerge as a
component of ITS that provides cooperative communication among vehicles and the
necessary infrastructure to improve the flow of vehicles in large cities. The primary
goal of this chapter is to discuss ITS, present an overview of the area, its challenges,
and opportunities. This chapter will introduce the main concepts involved in the ITS
architecture, the role of vehicular networks to promote communication, and its inte-
gration with other computer networks. We will also show applications that leverage
the existence of ITS, as well as challenges and opportunities related to VANETS such
as data collection and fusion, characterization, prediction, security, and privacy.

1 Introduction

The disorderly growth of large urban centers has caused severe socioeconomic and
structural problems for the population, which contributes to the increase of social
inequalities and a significant stress on the structure of cities. In this way, services
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and resources must be provided in a way that tackles and minimizes these problems.
Among them, it can be mentioned the incorrect occupation of the urban space that
collaborates to generate diverse problems of mobility in big cities. In this context,
public transport systems are an essential part of improving urban mobility. For exam-
ple, in Sdo Paulo—Brazil, 23% of the residents spend at least 2 hours commuting to
their destination every day [1, 2].

Over the years, traffic-related problems have been increasing due to the number
of vehicles in circulation and the vast concentration of people in the same region.
According to studies conducted by IBM, the current quantity of automotive vehicles
in the world currently exceeds 1 billion, and this number can double in the year
2020. With this, big cities are the most affected by this increase of vehicles, with the
constant presence of traffic jams. For example, recent surveys show that Sao Paulo
has an annulling loss of 20 billion, and this loss is related to 85% lost time in traffic;
13% increase in fuel consumption; And only 2% of the growth in the emission of
polluting gases. Which also contributes to the increase in warming in these urban
centers.

Aiming to solve the problem of mobility, some solutions are proposed, for e.g., the
plate casters and incentives for the use of public transport. However, these solutions
have not been very successful. In many scenarios, they affect the routine of the
population and do not achieve engagement. On the other hand, intelligent solutions
that make use of communication can contribute to greater success, improving traffic
in these scenarios. These solutions can provide applications that enable the control
and management of traffic, with services ranging from a more assertive control of the
schedules and routes of public transport to the intelligent synchronization of traffic
lights. These services make up the Intelligent Transportation Systems (ITS) [3].

ITS use data, communication, and processing to provide services and applications
to solve various transportation problems. These systems, in addition to providing
services to manage and improve security for people in transit, also can enable comfort
services for drivers and passengers, such as access to social networks and video
stream services while traveling. These applications rely on collaboration between
the elements that integrate the system such as vehicles, sensors and other mobile
devices. Each of these elements plays an important role, collaborating and sensing
data that will be evaluated by the system. All this collaboration of elements is made
possible by the communication between them. For this, elements such as antennas
and control stations can intermediate this communication. In the context of the direct
communication between the vehicles, vehicular networks arise, a type of network
that has been exerting a significant influence on the scene of the ITS [4].

The services and applications provided by ITS have their characteristics and pecu-
liarities, which differs to other traditional applications. They are services that gener-
ate and consume a varied amount of data, use different communication technologies
with different bandwidths, reach, and latency. Besides, vehicles have high mobility,
moreover, speed limits and directions determined by public roads become commu-
nication a challenging task in this scenario. For this reason, designing a service part
of these systems becomes a major challenge. In this chapter, we discuss ITS and
present an overview of the area, defining its central concepts, integration, the role
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of VANETS to provide communication, and the cooperation with other networks.
Also, we describe challenges of the infrastructure to promote the services and the
open issues about data and security.

The remainder of this chapter is organized as follows. Section 2 discusses the
concept of ITS presenting all definitions, architecture, and integration with other
networks. Section 3 presents features and challenges related to infrastructure and
services in ITS. Section 4 discusses opportunities for the current research topics
related to data and security in ITS. Finally, Sect. 5 presents the conclusion.

2 Intelligent Transportation Systems

Intelligent Transportation Systems (ITS) aims to improve transport safety and mobil-
ity, as well as to increase people’s productivity and reducing the harmful effects of
traffic. This improvement is achieved through the integration of communication tech-
nologies in vehicles and infrastructure.

ITS is not only proposed to improve vehicle traffic conditions but also intends to
make the transportation safer, more sustainable, and efficient, avoiding the inconve-
nience caused by traffic congestion and the effects of climate problems on traffic. To
this end, the focus is on improving the management of cities’ resources and increasing
the convenience of people using information and alert services. This improvement,
therefore, helps to ease the flow in the city, reducing the time spent on congestion
and consequently reducing fuel consumption, CO, emissions and monetary losses.
In the following sections, the central concepts related to ITS will be presented.

2.1 Architecture

Considering the evolution of computing and communication technologies and the
increasing demand for ITS services with different requirements, the necessity for
standardization to define how devices and components can interact with each other
arises. Among the proposed architectures, it is worth to mention the North American,
the European, and the Japanese.

The National ITS Architecture, defined by the US Department of Transportation,
describes how communication between its elements and subsystems occurs, with a
precise definition of the role of each one of them. This architecture is divided into four
classes: Center, Fields, Vehicles, and Travelers. Center defines the center of control
and management of the whole system, in which the services are executed. Field
encompasses all the infrastructure of the environment (RSU, monitoring sensors,
cameras). Vehicles, which are vehicles and embedded sensors, and Travelers that are
defined by the devices people use during the trip.

The Japanese architecture proposed by the SmartWay defines the communication
among vehicles and among vehicles and all the intelligent infrastructure of the roads
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(sensors, RSU, traffic lights) and uses as the standard of the DSRC [2], along with the
proposed ARIB standard (similar to the WAVE protocol). The European architecture
(ITS ISO CALM) has very similar characteristics to other architectures such as the
adoption of RSUs and the DSRC [2] for communication. However, this architecture
has the greatest difference in the utilization of the CALM communication protocol,
which provides a communication interface between the transmission technologies
such as 3G/4G, Wi-Fi, infra-red, and others.

Both Japanese and European architectures have disadvantages compared to North
American architecture because they lack the flexibility to use new communication
technologies and new paradigms of computing such as cloud and fog computing.
Hence, one can observe a requirement to design architectures that allow the easy
integration of new technologies, since they can cooperate for the development and
improvement of services offered by ITS.

2.2 Vehicular Ad Hoc Networks

Vehicular networks are a type of emerging network that has attracted the interest
of many research groups. These networks are made up of vehicles with processing
capacity and wireless communication, traveling on streets and highways, sending
and receiving information from other vehicles. They differ from traditional networks
in many ways. The first of these is the nature of the nodes that form them, such
as automobiles, trucks, buses, etc., which have wireless communication interfaces,
and equipment attached to the roads. Also, these nodes have high mobility, and their
trajectory follows the limits and direction defined by public roads [5-7].

Vehicles participating in the network are equipped with an onboard system with
computing capability, communication interfaces, sensors, and user interfaces. The
system supports a range of applications to improve transport security and also provide
services to users. A network infrastructure along roadsides and streets called the
Roadside Unit (RSU) is also part of VANETS and facilitates the communication of
network nodes to the Internet. Also, passenger handhelds and the vehicle system
can connect to the Internet through the RSU infrastructure. A management system
can be adapted to control and authenticate the entrance of vehicles in the network,
mainly in the aspect of computer security, such as the distribution of cryptographic
keys, authentication servers, etc. The system can also provide services and manage
node mobility during network exchanges.

Due to high node mobility, vehicular networks allow nodes to exchange infor-
mation along with their trajectory without the need of any infrastructure, in an ad
hoc fashion. Hence, vehicular networks can be considered as a type of Mobile Ad
hoc Network (MANETSs). However, there is a possibility of nodes communicating
with the infrastructure of the highways, allowing an infrastructural communication
[8-10]. In this way, considering these peculiar characteristics, the communication
between the vehicles can be classified in three ways (as illustrated in Fig. 1).
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Fig.1 Types of communication in vehicular networks

e Vehicle-to-Vehicle (V2V): It allows a direct communication of vehicles without
relying on fixed infrastructure support. In this type of communication, vehicles
can exchange data of the conditions of the highway, detect the presence of other
vehicles, and even information about vehicles in unsafe movement.

e Infrastructure-to-Vehicle (V2I): It allows a vehicle to communicate with the road
infrastructure. In this way, the vehicle can receive from the road infrastructure
information about obstacles and the presence of pedestrians, road conditions data,
advertisements, and safety information.

e Hybrid Architecture: It combines V2V and V2I solutions. In this case, a vehicle can
communicate with the road infrastructure in a single or multiple hops according
to its location about the point of connection with the infrastructure for different
purposes.

Currently, car manufacturers already put into circulation cars with onboard com-
puters, wireless communication devices, sensors, and navigation systems. These
resources enable the establishment of the vehicular networks. An example of the
application of these features is vehicles that have sensors to collect weather condi-
tions, vehicle status, road conditions, and even road speed limit. In this scenario,
vehicles can interact with the infrastructure of the highways, obtaining information
of traffic which generates improvements in the conditions for the driver to make
decisions about the traffic.

An interaction between vehicles can prevent the occurrence of collisions on public
roads. Traffic surveys show that in Brazil an average of 110,000 traffic accidents
occurs per year, around 300 per day. Also, 6 thousand people die, and another 68
thousand are injured, generating to the government an expense about US$7 billion
[11]. The primary cause of these accidents was the lack of attention of the drivers,
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followed by drivers who do not obey the safety distance and speed limit [12]. Studies
show that about 60% of accidents can be avoided if the driver is warned a second
before the collision. In this context, the use of vehicular networks can provide the
reduction of these accidents rates, through the vehicle—vehicle interaction the drivers
can be alerted of hazards on roads [13].

In vehicle networks, information should usually be delivered within vehicles in
a region of interest, taking into account the geographical position of the node and
the relevance of the information to the node. One challenge in this context is how to
distribute information to vehicles efficiently, considering the dynamics and mobility
of vehicles on the network and even the urgency of delivering information to avoid
a collision. For this, an important tool to be studied is the routing protocol, which
must be efficient, reliable, support multi-hop communication, and delay intolerant.
Moreover, itis important that the vehicle receives the warning of the possible obstacle,
even if they are not in the same range of communication [14].

2.3 Integration with Other Networks

Wireless technologies are becoming ubiquitous. It provides network access to a
variety of standards, such as IEEE 802.11, 3G/4G, LTE and Bluetooth, which can be
used to equip sensor networks, unmanned vehicle networks, and vehicular networks.
Hence, cellular networks (4G/LTE) may provide long-distance communication and
Internet access for vehicles, and, in short distance, DSRC (Dedicated short-range
communications) ad hoc should be more suitable. Hence, ITSs must provide services
to drivers and passengers at any time and place. And the success and availability of
this service will depend on the integration of different technologies and networks.

In [15], the authors present a performance analysis of the two communication
patterns in vehicular networks for different scenarios, densities, and speeds of vehi-
cles. It can be observed that the DSRC scores good results in scattered networks. But
because of its communication radius limitations, its support for vehicle mobility is
limited. On the other hand, the LTE standard presented a good performance regarding
scalability, reliability, and mobility support. However, it presents some challenges in
dealing with the delay constraints in some applications.

Regarding data collection, ITSs should make use of an integration with sensor
networks (WSN) and unmanned vehicle networks (FANET). Sensory data can be
combined with other data collected by the vehicles to, for example, infer the posi-
tioning of a network node (vehicle, RSU, mobile user device), provide vehicle density
in roads, point out the presence of points of floods and obstacles, etc. Taking into
account the unmanned vehicles, they can be applied in special occasions like acci-
dents or floods, to aid in the collection and dissemination of data. In such cases, they
would assist in the diffusion of alert messages by establishing communication links
in places where RSU infrastructure is in operation or unavailable.

Considering other aspects of data transmission technology, these standards can
also be used to establish communication between ITSs and all intelligent traffic
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infrastructure. For instance, reprogramming traffic lights, reading data from cameras
and sensors installed on public roads, communication with radars, etc., all such
devices must be able to communicate with traffic monitoring centers to provide data
that can assist with the management of all traffic.

3 Infrastructure and Services

In this section, we present the main current research topics related to infrastructure
and services of traffic prediction and mobility in ITS. We listed the key features and
opportunities of this topic.

3.1 ITS Infrastructure

The dynamic scenario of a transportation system has as main characteristic the high
mobility of its components in an urban environment. Although people and goods’
mobility are present for many years, it has never reached such a high scale as nowa-
days. Therefore, problems faced along those years, such as accidents, congestions,
and dangerous situations have also worsened with the mobility increasing.

With the technology advancement, the communication evolved from radio, signs,
and alerts from own drivers to onboard computers, sensors, smartphones, and other
devices that receive real time notifications through wireless communication. New
technologies enabled a more dynamic and instant communication.

ITSs have a flexible hybrid architecture, allowing the operation within Internet
connectivity, either by infrastructure or taking full autonomy of the system, in an ad
hoc manner. This architecture has benefits such as scalability and delay reduction,
but it faces some challenges to perform efficiently and guarantees quality and safety,
besides representing an additional cost that is not always feasible.

Many devices compose such architecture, including sensors, OBUs (onboard
units), RSUs (roadside units), GPS (global positioning system), intelligent traffic
lights, access points, portable devices (smartphones, tablets, laptops), satellites, spe-
cialized servers, and the Internet. To allow communication among those components,
diverse technologies can be adopted, such as Wi-Fi, WiMAX, LTE, GSM, 3G, 4G,
satellite, and Bluetooth, among others.

One of the biggest challenges consists of designing new communication solu-
tions in this heterogeneous set of available technologies. Since an intelligent system
operates in a collaborative manner, it is necessary to define standards to enable the
integration of all components. Moreover, due to the high mobility, the infrastructure
deployment becomes an issue (for instance, consider access points or RSUs location),
besides delay and fault tolerance, inherent in such systems.

The components of ITS can be equipped with multiple types of wireless
transceivers and can communicate over more than one wireless data channel.
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The IEEE 802.11p protocol, a variant of Wi-Fi technology, provides the alloca-
tion of bandwidth for specific V2V and V2I communication. Communication can
take place in short range, enabling V2V and V2I communication, through GPS and
DSRC radios or long range, mainly for V2I and 121, using cellular data transceivers,
GSM-based, GPRS, UMTS.

The work [16] highlights the importance and the role played by the Internet
infrastructure in the context of vehicular networks. Being ubiquitous and available
in various urban environments, the wired Internet infrastructure can provide support
to a variety of applications. For instance, the downloading of advertisements and
entertainment or the storage of data gathered and sent by the vehicles. Also, content
that is already in the possession of some vehicle may also be shared by opportunistic
P2P connections between vehicles and other devices. The authors conclude that a
big trend for the Future Internet is the interaction between wireless P2P commu-
nication side by side with a support infrastructure for the adequate provisioning of
applications and services. Among them, we have navigation safety, navigation effi-
ciency, entertainment, vehicle monitoring, urban sensing, participatory sensing, and
emergencies.

In the following, we highlight some works on integrating infrastructure and ad
hoc networks to show how ITS can become complete and efficient by using a hybrid
architecture.

The problem of RSUs deployment for V2I communication through IEEE 802.11p
is studied in [17]. The main goal consists of analyzing urban features’ impacts, along
with a suitable RSU deployment and communication configurations to guarantee a
successful V2I communication. Results presented for a large set of experiments con-
ducted in the city of Bologna show that the quality of V2I communication through
IEEE 802.11p is strongly affected by street layout, terrain elevation, trees and veg-
etation, traffic density, and presence of heavy vehicles. Thus, it is necessary to take
such factors into consideration in the proper deployment of RSUs and radio config-
uration. The authors propose guidelines to be followed for an efficient deployment
in the design of vehicular networks.

In [18], the I2V data delivery problem is investigated. It consists of accurately
estimating the destination position, considering the temporal and spatial encounter
of the packet and destination vehicle. The proposed solution, named Trajectory-
based Statistical Forwarding (TSF), uses a packet delay distribution and a vehicle
delay distribution to select a target point aiming to minimize packet delivery delay
while satisfying the packet delivery probability requested by the user. They consider
the installation of RSUs as infrastructure, vehicles equipped with OBUs and DSRC
communication, GPS present in both vehicles and stationary nodes and knowledge
of the trajectory of the vehicle, which is shared on the Internet periodically through
access points.

Infrastructure on the design of ITS is explored in many works of the literature.
The employment of RSUs can be found in [19, 20]. The integration of VANETSs and
cloud computing is treated in [21-23]. Security strategies are studied in [24, 25].
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3.2 Traffic Prediction

Traffic congestion impacts not only congested roads but also nearby streets and
highways which are alternative paths to drivers avoiding it. A solution to avoid
these situations is tracing more efficient routes, which depend on updated traffic
information. Since obtaining real-time traffic state of all roads in a city is a hard task,
alternative ways of sensing such aspect were developed.

Lippi et al. [26] presented a comparison between multiple short-term traffic pre-
diction strategies. Predicting traffic state in shorter windows of time is an easier
task and more effective, given that routes will be traced taking into consideration
more recent information. Tostes et al. [27] and Abadi et al. [28] developed predic-
tors of traffic levels in urban areas based on statistical tools. Regression models are
especially useful in predicting short-term traffic because they capture the typical
behavior of congestion levels and adapt in face of unusual situations, like accidents
and roadblocks.

Recent communication technology advances have enabled vehicles to commu-
nicate among themselves and with a city’s underlying infrastructure. Being able to
communicate, vehicles can share sensor data which contains reflexes of traffic state.
Wan et al. [29] and Pan et al. [30] present methods to aggregate sensor data from
multiple individuals and extract traffic information to trace less crowded routes in a
city.

3.3 Mobility and Traffic

Urban problems, especially regarding mobility and traffic, are one of the main
research challenges related to the quality of life of people in the cities. In this sense,
several efforts have been made to reduce congestion, provide safe means of locomo-
tion, reduce environmental pollution, reduce noise pollution, among other objectives.
ITSs can play a key role regarding technological solutions to achieve those objectives.

Understand the dynamics of cities is a fundamental aspect to provide mobility
and traffic solutions. Thanks to the popularization of devices with the capacity for
sensing and the evolution of ITSs, an enormous amount of data has been generated
and made available to analyze the behavior of the entities (e.g., vehicles, people, and
objects) in the cities, thus facilitating the understanding of human mobility and the
behavior of traffic through the days. Many cities around the world provide several
open datasets that can be freely used for the study of mobility, for example, Rio de
Janeiro,! London,? and New York.?

Thttp://data.rio/.
Zhttp://data.london.gov.uk/.
3http://opendata.cityofnewyork.us/.
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Data sources such as social networks and applications (Waze* and Bing Maps>)
also are a powerful form of data collection for the study of mobility and traffic. For
example, [31] analyzed social network data (Instagmm6 and F0ursquare7), [32] used
Bing Maps data to analyze and predict congestion points in Chicago in the United
States. These studies show how the discipline of data analysis can be interesting to
facilitate the understanding of the dynamics of cities. For example, to identify the
main routes used by the population, collect information on the demand for private
and public vehicles, find out the causes of congestion, etc. Also, there are several
opportunities related to the use of heterogeneous data sources, large-volume data
manipulation and processing, and techniques for summarizing and understanding
the semantics of the data.

In addition to the analysis to understand the mobility of the population in the
cities, another critical perspective is the offer of services that optimize resources and
efficiently use the means of transport, considering the particularities of each city
such as territorial and population size, road topology, culture, and other aspects. In
that sense, the remainder of this section focuses on exposing mobility and transit
solutions, highlighting the key opportunities and challenges associated with them,
as is illustrated in Fig. 2.

Shared mobility: In this case, new transport solutions allow users to use systems
of shared means of transportation such as cars and bicycles for a particular time.
Generally, in these systems, vehicles are available at stations and users can use them
for a fee. In this context, several research challenges are related. Yang et al. [33]
proposed a predictive method for balancing bicycles in stations based on the study
of mobility data in Hangzhou in China. Similarly, some efforts have focused on
studying vehicle sharing [34, 35].

Carpooling: A common occurrence in several cities is the action of drivers offer-
ing car rides to lower travel costs by considering their mobility routines. The digital
media leveraged this behavior, as people started to organize themselves in social net-
works and message groups to plan the rides like the service provided by BlaBlaCar.®
In this sense, one of the main challenges for this type of system is the creation of
recommendation services that explore the infrastructure of ITS such as VANET and
data generated by vehicles and people.

Integrated systems and multimodal transport: This refers to integrating the
various modes of transport to provide the mobility of people. For example, an inte-
grated system between bus lines, subways, bicycles, or shared cars. Therefore, several
challenges must be considered when designing multimodal transport systems, such
as real-time information manipulation, multicriteria analysis, making route recom-
mendations, and user preferences.

“http://www.waze.com/.
Shttp://www.bing.com/maps/.
Shttp://www.instagram.com/.
http://www.foursquare.com/.
8http://www.blablacar.com.br/.
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Fig. 2 Data flow to promote the services in ITS

Mobile applications: The popularization of smartphones has leveraged the devel-
opment of mobile applications that provide services for both mobilities (e.g., Uber’
and Lyft') to get traffic information (e.g., Waze'!). In this sense, new initiatives
exploring supportive technologies (e.g., mobile and ubiquitous computing, things
based on location systems) to ITS are highly recommended in the current scenario.

Traffic control: Monitoring and controlling traffic flow of vehicles (traffic) is an
important topic in ITSs. Tian et al. [36] have reviewed the literature on studies that use
cameras to monitor and assist the traffic in urban areas. They proposed a taxonomy
of methods for detecting, tracking, and recognizing vehicles. Another topic related to
the problem of vehicle traffic is the control of intersections, especially at peak times,
to improve the flow of vehicles and safety of drivers and pedestrians. In this case,
the challenge is to manage traffic lights and intersections for the synchronization of
traffic between lanes as discussed in [37, 38].

Detection and management of traffic incidents: Detection and mitigation of
traffic incidents is one of the leading research opportunities in the context of ITS,

“https://www.uber.com.
IOhttps://www.lyft.com/.
Uhttps://www.waze.com.
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since it is possible to explore the large volume of data generated by vehicles or made
available by users through mobile applications and social networks. Pan et al. [39]
proposed a system for detecting incidents (e.g., accidents, sporting events) and sug-
gested routes using vehicle location data and information shared by social networks.
In this topic, there are some open challenges such as spatially determining the impact
of an incident, time duration, and semantics.

In summary, technological solutions in mobility and traffic seek people to spend
less time in traffic safely using the various types of transport, prioritizing the con-
scious consumption of energy resources and reducing the environmental impact.

4 Data and Security in ITS

Data and security become important research topics in ITS due to a series of restricts
and challenges to deal with personal data and its peculiarities. Thus, we discuss
aspects of data collection, quality, and security issues in ITS, highlighting some
research opportunities in the following.

4.1 Data Collection and Quality

Nowadays, modern vehicles have high-technology embedded systems that aim to
improve driving safety, performance, and fuel consumption. To achieve these goals,
manufacturers have invested both in the quantity and quality of sensors that vehicles
have [40]. Currently, a vehicle collects information from hundreds of sensors that
are connected to the Engine Control Unit (ECU) through an internal wired sensor
network [3] and the Output data is accessible via an Onboard Diagnostic (OBD)
interface.

The control system of modern vehicles relies on data collected from embedded
sensors. These systems allow to control vehicle’s stability and contribute to safer
driving. Sensor data is available through the OBD interface, which has been intro-
duced for regulatory and maintenance issues but has been exploited for various other
purposes due to the information it provides.

Some of the data collected from vehicle’s sensors do not represent relevant infor-
mation for drivers since most of this data is used by the ECU and does not have a clear
meaning for the driver (e.g. oxygen and fuel pressure sensors). Besides, sensors that
indicate meaningful information to the driver are displayed by indicators in vehicles
such as rotation per minute, speed, and temperature of the engine.

Thus, the challenge is to extract useful information from vehicle’s sensors to
correlate them with internal and external variables, enabling personalized services
for drivers and a transportation system. To better illustrate this subject, data were
collected from Bluetooth adapters connected to the OBD interface and smartphones.
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Fig. 3 Data collection schematic using the OBD interface and smartphone

Table 1 Used protocols of the OBD interface

Protocols Bitrate (kbit/s)
SAE J1850 PWM 41.6

SAE J1850 VPW 10.4

1SO 9141-2 10.4

ISO 14230 KWP 2000 10.4

ISO 15765 CAN 250 or 500

The OBD-Il interface was introduced to standardize the physical connector, proto-
cols, and message formats. The system is used to monitor and regulate gas emission,
and it is present in all produced cars in Europe and the United States since 1996.
The OBD interface also assists maintenance services, tracking the origin of mechan-
ical problems [41]. By enabling the storage of engine failure codes, this information
provides a history of problems and possible associated sources. Figure 3 illustrates
the collection process: the acquired data from the sensors through the OBD interface
are transferred to a smartphone with the Android operating system where they are
processed and registered.

Table 1 shows five protocols allowed with the OBD interface. These protocols
use the same OBD connector, but the pins have different functions except those that
provide battery power. The collected data from sensors are available through OBD
parameters IDs (PIDs). Table 2 shows some of the information available consider-
ing smartphone, vehicle, and data from virtual sensors (values are generated from
physical sensor data and mathematical processing and data fusion). There are also
hundreds of other sensors that can be accessed through PIDs, some of which are
defined by OBD standards and others by vehicle manufacturers.

It is important to note that data from physical sensors are inherently subject to
errors caused by some reasons, including the accuracy of the sensor itself, and even
operation failures of the vehicle and sensor [42]. Therefore, the first step of the
processing and analysis of virtual sensor data is its verification to ensure it is in
correlation to the measured data. Among the observed issues at this stage we can
highlight discrepant or outliers’ data, conflicting information from two or more sen-
sors, incomplete or ambiguous data. Once the data are verified, it is possible to apply
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Table 2 Data collected from ECU and mobile phone

F. Cunha et al.

Data collected

Mobile phone Vehicle Virtual sensor

Device time Trip distance Engine load Engine RPM Acceleration

GPS location Fuel remaining | Fuel flow Speed Reaction time

GPS speed Ambient air temp | Engine coolant CO; average Air drag force
temp

GPS precision Barometer Adapter voltage | CO; instant KPL instant

GPS bearing GPS altitude Fuel level Pedal Speed/RPM

relation
Gravity Intake air temp Gear

data fusion, which aims to obtain new values with a more significant meaning than
the individual data.

4.2 Security

This section presents data security and privacy as a major issue when developing
ITSs. ITS services data may contain personal information, enabling people and vehi-
cles tracking. Because data can be transmitted through multiple hops and adminis-
trative domains, malicious entities can capture this data. By implementing security
in ITSs, one can mitigate those issues and avoid high degradation of ITSs services
factors such as response time, network overload, and desirable quality of service.
The overview presented in the following was based on [43-45], which introduced
guidelines and good practices for Internet security, cyber security for general propose
ITS and intelligent public transport, respectively.

One can define the security in ITS into three aspects: objectives, threats, and
services. Security objectives are the goals to keep the ITS as safe as possible. Security
threats may affect the security objectives causing degradation of ITS services. Finally,
security services are aimed to counter the threats and to drive the system towards
the security objectives. Each security component is discussed in more details in the
following section.

4.2.1 Security Objectives

One can divide security objectives for ITSs into four major categories': confiden-
tiality, availability, integrity, and peer authentication.

12Note that different authors can consider others security objectives [43-45].
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Confidentiality: It aims to keep user and system data free of unauthorized mali-
cious entities, processes, or systems. Hence, the ITSs may selectively grant access
only for entities, processes or system with right permissions.

Availability: This objective intends to keep ITSs information available when it
is needed. ITS available is accessible at all times and has ways to overcome threats
(such as natural disasters, accidental, or intentional ones) to its proper functioning.

Integrity: The basic goal here is to ensure that ITS data sent and received was the
same. In another word, the data over the communication channel should maintain its
meaning, completeness, and consistency.

Peer authentication: It is aimed to make sure that the one in the endpoint of the
communication is the one intended to be. In [43], the authors highlight that without
peer authentication, it is hard to reach confidentiality and integrity.

4.2.2 Security Threats in ITS

This section concerns security threats in ITS. Here, threats are everything that poten-
tially can cause problems to proper ITS functioning. One can loosely divide ITS
security threats according to its consequences to a system (such as unauthorized
usage, denial of service, manipulation). Also, one can classify ITS security threats
concerning its origins: natural disasters, accidental, or intentional ones. These under-
standing promote a basis to create security services to counter or mitigate threats. The
remaining section discusses mainly threats and consequences to the system, which
are pertinent to a wide range of ITSs and applications.

Unauthorized usage: ITS must not be freely accessible to most of the public.
Indeed, only authorized users with worth permission level have to receive access to
a given ITS function. Although several ITS are available for public users, some sub-
services are intended to specific users. Suppose, for instance, ITS RESTFUL service
like Google Maps'? or HERE,'* the servers will serve data to its ordinary users, but
they restrict the ability to modify data from the servers or even insert/remove data to
specific users. Thus, if the regular users perform service data modification, it would
be an unauthorized usage, and then action would be taken. Unauthorized usage arises
from accidental or intentional origins ranging from misconfiguration to malicious
attackers.

Denial of Service (DoS): One can classify an attack as DoS when actions are taken
to block access or interrupt the proper ITS functioning. DoS arises from intentional,
accidental, or natural events. However, usually, the cause of DoS is an intentional
insertion of malicious codes into the system or by executing inappropriate actions.
Critical hazards can emerge when DoS attacks occur in ITS. For instance, if a system
of safe driving detection suffers a DoS, then accidents can happen.

Manipulation: The practice of altering data and other information from systems to
produce unauthorized effects is namely known as manipulation. Natural, accidental,

Bhttps://developers.google.com/maps/.
https://developer.here.com/.
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or intentional events can cause manipulation issues. Within ITS, consider a sign
system controlling speed limits in roadways. If system manipulations are made in
the signs to display incorrect or inappropriate information, several traffic issues might
happen such as poor system performance, traffic jams or even accidents.

Replay: In such threat, an attacker records a sequence of data messages and
sends them back to the intended receiver.!> Thus, an attacker replays valid data
under invalid circumstances to promote unauthorized effects to the system. In the
ITS context, consider a toll system being used by Alice to perform a payment. Bob
(an attacker) could capture the messages of the Alice payment and replays it, although
he cannot read the messages, he causes twice transactions.

Message insertion, deletion, or modification: Several threats come from inser-
tion, deletion, or modification of spurious messages. On the message insertion case,
an attacker forges a message and inserts it into the system to promote malicious
effects, for example, in a DoS, the attacker can open a bulk of TCP connections
with the victim to drain memory resources and deny the service quickly. On mes-
sage deletion cases, messages are dropped from the system. An example is the black
hole attack [46], where a misconfigured router has zero cost to any destination, and
then all traffic loads are forwarded to this router. Consequently, the router does not
support the burden and fails. Finally, on the modification case, the attacker removes
a message from the system, modifies it, and then reinserts the modified message
again into the ITS network. Consider a ITS fast food service, where a user does an
order to the service. An attacker wants to attack the order and receives the food. The
attacker does not know the victim credit card number. Thus, the attacker waits for
the victim to perform an order, then he intercepts the messages order, modifies them
by replacing some properties (such as address, goods, and order description) and put
the messages again to the system.

Repudiation: When users deny that they performed actions or transaction in the
system, one can say a repudiation has occurred. Hence, repudiation attacks are hard to
prove without an auditing. Repudiation arises from accidental or intentional events.
Such threat usually affects the system integrity and peer authentication. In the ITS
context, repudiation, usually, occurs in electronic transactions, for instance, suppose
an order service facility. Using an automatic payment scheme without proper security
audition, the user could deny ordering a service and refuse to pay.

4.2.3 Security Services

Developing security services is a natural step derived from the identification of
security objectives and threats categories. Security services are protections usually
employed to enhance confidentiality, availability, integrity, and peer authentication.
In the following, it is listed some useful security services for ITS'®:

I5The attacker does not need to know the message content to replay messages.
161 [44], the reader can find a more exhaustive list of ITS security services.
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e Authentication service: It aims to verify entities identity and ensure that the ones
in the endpoints or even in the middle of the communication channel are those
who are supposed to be. Usually, the own entity performs its identification to
the system. Such services, enhance the system confidentiality, integrity, and peer
authentication objectives.

o Integrity services: These services support integrity analyses over information
flowing through the system, aiming to minimize manipulation threats. Error detec-
tion and correction, cryptographic checksums, digital signatures are basic integrity
services that provide some confidence that the data has not been modified during
the communication.

e Access control services: It aims to provide specific permissions/limits for system
entities (such as users, managers, process) to access system resources, according
to entity rule in the system. Usually after an entity authentication action, then it is
applied some system access permission level to the entity. Access control helps to
mitigate unauthorized usage, DoS, manipulation and furthers.

5 Conclusion

This chapter discusses the main concepts related to intelligent transportation sys-
tems. Issues related to existing architectures, communication network standards,
and integration of systems with different types of communication were pointed out
and discussed, showing the demand for the standardization and integration of these
systems.

Additionally, it is presented the main types of ITS applications, to show the works
found in the literature that already uses these concepts, giving some directions of new
works. Finally, it points out the main topics of current research and the challenges
that are found in ITS with the purpose of guiding future research in the area. We
believe that there are new challenges that can arise as these systems evolve and new
users join.
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